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Core idea Do not decide whether an agent is ‘autonomous.” Decide which action classes it has earned the

right to perform, under which conditions, and with what evidence.

How to use this blueprint

Apply the stages to one bounded business workflow at a time. Each stage changes the operating mode
only after its exit evidence is available. The framework is deliberately technology-neutral: identity,

policy, gateway, telemetry, evaluation, and workflow components may come from different platforms.

Where programs get stuck

A capable model does not create a safe operating system. Pilots stall when scope is fuzzy, human baselines are missing,
controls live inside prompts, approvals are not bound to exact payloads, and logs cannot prove real-world outcomes. The
transition therefore has two tracks: improve agent behavior and progressively earn authority for each action class. (126

Stage Operating mode Question the evidence must answer

1 Frame Is the job, owner, value, risk and human baseline clear?

2 Prove offline Does the agent meet quality and safety thresholds on representative cases?
3 Shadow What would happen on real traffic if policy were enforced?

4 Supervise Can exact actions execute safely with approval and recovery controls?

5 Bound and scale Which actions can run autonomously without exceeding the risk envelope?
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1. Why enterprise implementations stall

Most programs do not stall because the model cannot produce a plausible answer. They stall between a compelling
demo and a dependable operating capability. These are the recurring failure patterns. ¢l

1. The pilot is framed as an agent, not a job

Scope, ownership and success remain diffuse, so every exception expands the system. Start with one workflow, one
accountable owner, a human baseline and an explicit inventory of consequential actions.

2. The demo path becomes the production architecture

Prompt, orchestration, credentials and policy sit in the same trust domain. A model error can become an authorized side effect.
Put enforcement outside model-controlled context and validate authority again at the provider boundary. 2!

3. Evaluation stops at output quality

High answer scores do not prove that the right customer was refunded, the intended commit was deployed, or the correct
person was contacted. Score business outcome, constraints, control behavior, execution reliability and evidence separately. (5]
4. Shadow mode becomes observability theatre

Only easy traffic is sampled, skipped cases disappear, or mutating calls are mirrored unsafely. Track representative coverage
and exclusions, record counterfactual decisions, and review both missed risks and unnecessary interventions.

5. Approval is treated as a generic human click

The payload changes after review, approvals stay valid too long, or a decision can be replayed. Bind approval to the exact actor,
job, tool, resource and payload; make authority scoped, expiring and single-use where appropriate.

6. Logs are mistaken for evidence

A trace may show that an agent requested an action and received a success response, yet not prove the provider acted or the
world changed. Correlate decision, dispatch, provider receipt, independent observation and evaluation. 4!

7. Credentials and autonomy expand together

Shared tokens and broad, standing scopes turn ordinary agent mistakes into large-blast-radius incidents. Expand authority by

action class, with least privilege, budgets, idempotency, concurrency control, rollback and a tested kill switch. &

What customers experience Security blocks production access; compliance asks for proof the platform cannot produce;
operators inherit noisy approval queues; and leaders see impressive demos without measurable business outcomes. These
are architecture and operating-model gaps—not simply model-quality gaps.
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2. The five-stage transition path

Stage 1 — Frame the job and baseline the work

Define a job, not a general-purpose agent. Record the outcome, systems, data classes, permitted and

prohibited actions, reversibility, owners, escalation path and current human performance.

Exit evidence: Named business and risk owners; quality, time, cost and error baseline; action risk tiers; initial
intent and hard constraints.

Stage 2 — Prove behavior offline

Build a versioned eval set from historical work plus edge, adversarial and failure cases: ambiguity,
missing evidence, tool errors, changed destinations, duplicates, stale approvals, prompt injection, data

leakage and retry loops.

Exit evidence: Task-quality threshold; security and control tests; limitation register; rollback condition for
model, prompt, tool or policy changes.

Stage 3 — Shadow representative production traffic

Observe real requests without changing outcomes. Record a counterfactual allow, deny, challenge or
unevaluable result and track skipped traffic. Never duplicate side effects: replay metadata, use

sandboxes, or mirror only non-mutating calls.

Exit evidence: Traffic coverage; intervention review; mapped tools and flows; stable job correlation; privacy-
safe telemetry; agreed enforcement boundary.

Stage 4 — Supervise exact actions

Enforce policy outside model-controlled context. Bind approval and short-lived authority to the actor,

job, tool, resource, payload, policy version and expiry. Require idempotency and record provider results.
Exit evidence: Approval quality and latency; fail-closed behavior; duplicate and concurrency tests; provider
evidence; tested denial, rollback and kill switch.

Stage 5 — Bound autonomy and scale

Automate only action classes inside the proven envelope; keep exceptions, high-impact actions and

missing-context cases supervised. Scale reusable policy and evidence patterns—not broad permissions.

Exit evidence: Stable outcomes and constraints; no duplicate side effects; acceptable friction; complete

evidence and change process.
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3. Control, observability and evaluation stack

Operational telemetry, authorization evidence and outcome evaluation are related but not
interchangeable. Design the evidence chain before enforcement so the organization can distinguish

what was proposed, permitted, executed and achieved. w4

Layer Practitioner question Minimum record

Profile/version, job ID, variables, constraints and required

Job / intent What outcome is required? .
evidence
Identity / . . )
Who or what is acting, for whom? Tenant, user, agent/workload, scopes, job and resource
context
. . . Policy version, normalized action, allow/deny/challenge,
Decision Should this exact action execute now? o
reason and approval binding
Dispatch ID, idempotency key, provider result, retry/replay
Execution What did the provider actually do? .
state and timestamps
. . Trusted source, observed state, freshness, provenance and
Observation What changed in the real system? )
digest
Evaluati Was the outcome achieved within Evaluator/profile version, immutable evidence snapshot,
valuation
constraints? verdict and confidence

Evaluation scorecard

1. Business outcome: completion, cycle time, qualified-outcome cost, human effort and real-world
effect.

2. Agent quality: grounding, tool and parameter correctness, escalation and tool-failure recovery.

3. Control effectiveness: correct enablement/intervention, misses, unnecessary intervention and

approval friction.
4. Execution discipline: retries, safe replay, duplicate effects, loops, budgets, latency and failures.
5. Evidence quality: coverage, provenance, freshness, correlation, exclusions and confidence.
Avoid the universal score Keep outcome, constraints, control behavior, reliability and evidence

confidence separate. Missing evidence remains indeterminate. Material model, prompt, tool, policy or

authority changes create a new version and trigger re-evaluation.
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4. Operating model and 90-day launch

Minimum ownership

6. Business and workflow owners: define value and outcomes; own the agent, tools, integration,

exceptions and incidents.

7. Risk and security owner: sets action tiers, hard constraints, approval policy and evidence

requirements.

8. Platform owner: provides identity, gateway, durable state, telemetry, evaluation and change-
control patterns.

9. Domain reviewers: label difficult cases, adjudicate failures and validate whether metrics reflect

real work.

First 90 days

10. Days 1-30 — Select and map. Choose one workflow and consequential action. Baseline human

performance; define intent, constraints, evidence, owners and risk tiers.

11. Days 31-60 — Instrument and shadow. Add correlation and privacy-safe telemetry. Run offline

evals and observe-mode traffic; review gaps, exclusions and intervention quality.

12. Days 61-90 — Supervise and prove. Enforce one action class with exact approval, short-lived

authority and idempotency. Verify provider outcomes and rehearse rollback.

AgentAction as an implementation example—not the blueprint itself

As of August 2026, AgentAction demonstrates an action guard; observe and fail-closed MCP
enforcement; scoped approvals, idempotency and data-flow controls; signed receipts; intent profiles;
outcome observations; immutable evaluations; and rollups. 4

Its reference observer is an onboarding surface, not a production-complete gateway: shadow state is process-local
and events are JSON. That limitation matters because a shadow record that cannot survive restart or correlate

across systems can create false confidence. Enterprises still need durable state, workload identity,
privacy/retention, production transport, failure handling, telemetry integration and operations.

Durable observe/simulate/enforce workflows, stronger provider trust, capability reduction and
customer-controlled deployment are roadmap directions. Treat them as roadmap until verified in the

intended deployment.

Selection principle: Choose components that preserve the evidence chain and enforce the action boundary;

no single agent framework or observability product must own the stack.

Reference anchors: NIST Al RMF | OpenTelemetry semantic conventions | OpenAl practical guide to building agents |

AgentAction repository
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https://airc.nist.gov/airmf-resources/airmf/5-sec-core/
https://opentelemetry.io/docs/specs/semconv/
https://openai.com/business/guides-and-resources/a-practical-guide-to-building-ai-agents/
https://github.com/dinpd/AgentAction

Appendix A — Customer support refund agent

A refund is a useful first consequential-action use case: the business rule is understandable, the side effect is externally
observable, and duplicate execution is costly but containable.

Operating contract

Resolve an eligible case with the correct refund amount, exactly once, to the original payment method; then

Outcome .
reconcile the support case.

Read the case, order, payment and refund status; calculate eligibility; draft the resolution; issue a refund

|
n scope only through the approved payment tool.

Bind customer, case, payment, currency and amount. Never exceed the captured or policy-eligible amount.

Hard constraints ) . .
Enforce idempotency, approval thresholds and separation of duties.

Humans own policy exceptions, suspected fraud, novel payment paths, disputed identity, high-value refunds

Human boundary .
and any request to override a control.

Maturity path
Phase Runtime behavior Evidence required to advance
Assist Assemble facts and recommend amount and disposition; a support | Agreement with trained reviewers; complete
agent performs the refund. case/payment binding; policy citation coverage.
Shadow Run the decision policy on live cases, but make no provider call. Low false-intervention rate; edge-case coverage;
Compare counterfactual decisions with actual outcomes. stable eligible-refund precision by segment.
No duplicate side effects in retry/concurrency
. Present the exact customer, payment, currency and amount for . ) )
Supervised X - tests; receipt and independent status observation
approval. Execute once with a scoped, expiring grant. linked
- ualified success and constraint rates remain
Auto-execute low-value, clearly eligible refunds. Challenge or route Q_ K X ;
Bounded ] within the approved envelope; kill switch
every exception.
rehearsed.

Shadow and evaluation pack

Adversarial and edge-case pack Evidence bundle for every attempt

Already-refunded case; partial refund; amount changes after Normalized decision input and policy result; approver and bound
approval; concurrent retries; wrong customer or payment; stale payload; idempotency/replay result; provider receipt; independently
refund status; provider timeout; malicious case text asking the agent | observed refund status; case update; challenge, denial or incident

to bypass policy. signal.

PROMOTION GATE Advance only when the team can prove zero duplicate refunds in acceptance tests, complete evidence linkage,
acceptable false challenges, and a tested stop-and-reconcile procedure.
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Appendix B — Production change agent

Production changes demand a narrower authority model: diagnosis can be broad and read-only, while deploy,
configuration and rollback rights must be short-lived and bound to a specific change.

Operating contract

Deploy the exact approved artifact to the intended service and environment, verify health, and stop or roll

Outcome e
back when release criteria fail.

Read plans, logs, metrics and change records; propose a runbook; dispatch an approved deploy, canary or

|
n scope rollback through the delivery platform.

Bind service, environment, commit or artifact digest, change ticket and time window. Require dry-run/canary

Hard constraints ) S L
evidence, just-in-time access, concurrency control and expiring approval.

Humans own emergency exceptions, destructive data operations, cross-service changes, unavailable rollback

H
CIE I TELCE TR paths and changes that exceed the declared blast radius.

Maturity path
Phase Runtime behavior Evidence required to advance
Assist Correlate telemetry, draft the change plan and estimate blast Runbook quality, diagnosis agreement and
radius; an operator executes. complete dependency/change-context capture.
Shadow Evaluate proposed live changes and predict allow, challenge or Detection of wrong target, stale approval, unsafe
deny without dispatching work. window and canary/rollback gaps.

One dispatch per approval; provider receipt,
Execute the exact approved artifact and target with a just-in-time P per app iP PY

Supervised canary metrics and post-change observation
grant; pause at canary and health gates. ;
linked.
Bounded Auto-execute repetitive, reversible low-blast-radius changes within | SLO impact stays within threshold; automatic

a service-specific envelope. stop/rollback and kill switch are proven in drills.

Shadow and evaluation pack

Adversarial and edge-case pack Evidence bundle for every attempt

Commit drift; wrong service or environment; missing ticket; expired Decision and target fingerprint; approval/JIT grant; dispatch ID;
grant; concurrent deploy; canary degradation; dispatch timeout and provider state; canary and health observations; stop or rollback
retry; hostile instructions in logs; rollback artifact missing or decision; final environment state; incident linkage when outcomes
unhealthy. are uncertain.

PROMOTION GATE Keep production writes supervised until duplicate dispatch is impossible in tests, stale work is denied,
target/evidence linkage is complete, and the team has successfully run rollback and kill-switch drills.
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Appendix C — CRM and outbound action agent

CRM work combines low-risk record maintenance with higher-risk external communication. Treat field updates, one-to-
one sends, attachments and bulk campaigns as distinct action classes—not one permission.

Operating contract

Outcome

with a traceable source and business purpose.

Maintain an accurate account record and send a relevant, compliant message to the intended recipient once,

In scope

only through governed messaging tools.

Research authorized sources; summarize account context; update approved fields; draft follow-ups; send

Hard constraints

Bind account, contact, recipient, channel, content hash and purpose. Check consent/opt-out, permitted
domains, sensitive data, attachment policy, rate/volume limits and deduplication.

Human boundary

Humans own new recipient domains, bulk sends, regulated claims, sensitive attachments, ambiguous
identity, account conflicts and communications outside the approved template family.

Maturity path
Phase Runtime behavior Evidence required to advance
Assist Prepare research, suggested field changes and a draft message; a Factuality, source traceability, record-match
seller or service agent edits and sends. accuracy and reviewer acceptance.
Reliable recipient, consent, disclosure and
Evaluate actual CRM events and proposed sends without mutating R plent, !
Shadow . duplicate-send checks; measured unnecessary
records or contacting customers.
challenges.
) . Mutation/message IDs, content hash, recipient
. Apply approved field updates or send the exact reviewed payload / R s ! ! P
Supervised . and consent evidence are captured and
once, with a scoped grant. .
reconciled.
No duplicate sends; correction path tested;
Auto-update low-risk fields and send narrowly templated follow- P ! P . ! .
Bounded . segment-level quality and constraint rates stay in
ups to established contacts. bounds

Shadow and evaluation pack

Adversarial and edge-case pack

Wrong record or recipient; opted-out contact; new domain; hidden
PIl or secret in an attachment; repeated send; bulk expansion;
content changes after approval; stale CRM version; delivery timeout;
hostile inbound email.

Evidence bundle for every attempt

Source snapshot and record match; decision; approval and
normalized payload hash; CRM mutation or message ID; delivery
result; consent/opt-out observation; dedup result; correction,
challenge or incident signal.

PROMOTION GATE Automate safe field maintenance first. Keep external sends supervised until recipient and consent checks are
complete, duplicate sends are eliminated in acceptance tests, and correction and disclosure workflows are proven.
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Appendix D — Best-practice crosswalk and references

Bottom line. As of August 2026, the blueprint aligns strongly with current practice on bounded use cases, progressive
autonomy, least privilege, human oversight, layered evaluation and evidence-rich observability. It is intentionally lighter than a

complete enterprise Al management system.

Practice area Fit What the blueprint covers

Bounded job, owner, human baseline and action

Use-case framing Strong .
inventory.

What practitioners should add

Matches NIST MAP and Microsoft’s workflow/value
orientation.

Progressive Assist - offline - shadow - supervised >
Strong
autonomy bounded.

Consistent with risk-tiered autonomy and human oversight
in OWASP, OpenAl and Microsoft.

Exact-action approval, expiring grants,

Runti thorit St
untime authorfty rong idempotency and provider evidence.

Extend to delegated/inter-agent identity, memory isolation
and tool/supply-chain provenance.

Versioned cases, adversarial tests, counterfactual

Evals and shadowing | Strong .
decisions and outcome scorecards.

Add statistical confidence, evaluator calibration, drift
detection and production feedback experiments.

Decision - dispatch - provider - observation -

Observabilit Stron . . .
Y g evaluation evidence chain.

Adopt OTel attributes, cross-system trace context,
redaction/retention rules and service-level alerts.

Named owners, change triggers, rollback, kill

Lifecycle operations | Good switch and a 90-day launch path.

Add support tiers, incident runbooks, appeals,
decommissioning and scheduled control reviews.

Enterprise partial Workflow-level risk ownership and technology-
governance neutral component selection.

Add an agent registry, portfolio/impact review, workforce
change, vendor governance, privacy and fairness controls.

Reference anchors

[1] NIST Al Risk Management Framework 1.0 and Generative Al Profile (NIST Al 600-1)

[2] ISO/IEC 42001:2023 — Artificial intelligence management systems
[3] OWASP Top 10 for Agentic Applications and Al Agent Security Cheat Sheet
[4] OpenTelemetry semantic conventions for generative Al and agent tool calls

[5] Anthropic — Demystifying evals for Al agents

[6] Microsoft — Agentic Al adoption maturity model

[7] OpenAl — A practical guide to building agents

Sources accessed August 2026. Treat these as cross-sector anchors; regulated deployments still require sector- and jurisdiction-specific review.
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https://www.nist.gov/itl/ai-risk-management-framework
https://www.iso.org/standard/42001
https://genai.owasp.org/2025/12/09/owasp-top-10-for-agentic-applications-the-benchmark-for-agentic-security-in-the-age-of-autonomous-ai/
https://opentelemetry.io/docs/specs/semconv/registry/attributes/gen-ai/
https://www.anthropic.com/engineering/demystifying-evals-for-ai-agents
https://learn.microsoft.com/en-us/agents/adoption-maturity-model/
https://openai.com/business/guides-and-resources/a-practical-guide-to-building-ai-agents/

